
© ecfirst. All Rights Reserved. 2026

Is Your Encryption Ready for the Quantum Era?

Quantum Readiness Report

Quantum Cyber Risk Readiness Assessment

Why Quantum Cyber Risk Matters?

Today’s public-key cryptography protects your VPNs, TLS sessions, applications, and sensitive data. Quantum cyber risk 
assessment will eventually threaten these protections—and adversaries may already be harvesting encrypted data for 
future decryption.

Identify where and how
cryptography is used

Cryptographic Inventory
Identify long-term harvest now,

decrypt later exposure

Data Confidentiality

Identify long-term harvest now,
decrypt later exposure

Data Confidentiality

Evaluate vendors, supply chains,
and dependencies

Third-Party Risk

Define what to address first
Migration Priorities

Determine your ability to replace
vulnerable algorithms

Crypto-Agility

Systems, applications, data, and
algorithms at risk

Quantum Exposure

Assess readiness for post-quantum
cryptography
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Sequenced actions to improve
quantum resilience

PQC Migration Roadmap

Prioritized quantum-related 
risks and exposures

Cryptographic Risk Register

Leadership-ready findings and 
recommendations

Executive Summary

Establish a defensible 
quantum-readiness baseline

Uncover cryptographic risk hidden 
in legacy and third-party systems

Protect data requiring 
confidentiality beyond today's 
encryption lifecycle

Turn quantum cyber risk into a 
prioritized, actionable program

Prepare before customers, 
regulators, or auditors ask

Page 1

Quantum
Cyber Risk

Self
Assessment

Quantum / PQC Readiness
Preliminary Self Assessment

September 10, 2026

Report



My Modules

File Dashboard

Compliance DCF

Quantum PQC
Self Assessment

Dashboard
Self Assessment

Data Collection Forms

ASSET RISK MANAGEMENT

SM

ASSET RISK MANAGEMENT

SM

60%

Overall Status

 

Download Report

Data Collection Form Status

75%

Governance &
Ownership

Details

Encryption &
Cryptographic Inventory

Details

Sensitive Data &
Harvest-Now-Decrypt-Later
Exposure

Details

55% 80%

45% 70%

90%

50%

Details Details

Details

Details

Infrastructure & Network
Crypto-Agility

Technical Migration &
Crypto-Agility

Awarness, Policy & Training

Vendors & Supply Chain

Input Reference
Client Uploaded FilesSelf Assessment 4 View

Quantum PQC Cyber Risk Self Assessment

© ecfirst. All Rights Reserved. 2026

Governance & Ownership

Encryption & Cryptographic Inventory

Sensitive Data & Harvest-Now-Decrypt-Later Exposure

Infrastructure & Network Crypto-Agility

Technical Migration & Crypto-Agility

Vendors & Supply Chain

Awareness, Policy & Training

5

5

4

3

4

2

2

Governance & Ownership

Status

Peter.Harvey@ecfirst.com www.ecfirst.com

Quantum Cyber Risk

Dashboard

Page 2

Quantum
Cyber Risk

Self
Assessment


